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(57)Abstract: 

PROBLEM TO BE SOLVED: To make the analysis of encipherment 
difficult by obtaining a procedure, which is necessary for detecting from 
an optical disk a key information required for the release of 
encipherment, from outside an equipment other than the optica! disk, 
and thereby changing the cryptographic method. 

SOLUTION: A digital signal processor, after generating a seek command 
to a servo circuit in response to a user's operation, binarizes with a 
prescribed threshold value the envelope detection result of a digital 
reproducing signal DRF obtained from the seek, and reproduces key 
information KY2. In addition, through a process corresponding to a data 
conversion circuit 9C at the time of recording, the key information KY2 
is parallelly converted to form key information KY1, releasing the 
encipherment of a digital audio signal reproduced from a compact disk, in 
accordance with the processing program of a floppy disk supplied with 
the compact disk in pairs. Then, by the change of various processing 
procedures, the detection procedure of the key information KY2 is made 
changeable, as is data processing procedure or the like. 
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>f81il:J;0f*r4 3W^ Fx-YXi7©tt:«(c 

«i;T7*-*««&a©rt«w*«5£sn. 

«KYi*5"J7;U5 f -^c««-r*^iK:«kt), Sifc 

2©*— HWRKY 2 tt*;i©2Qfi©JBIfrTr 
(4, x-^gg^0S§9 Cti, +-«iKYl$#l;yiJ 
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EFM<§§S2 44s£t5. -r^:t>^|gBilHl!S 1 
6(4, ^--x-r^^— ^5:7!/- AfftTE^O, if^ 
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0K2 2©$OTcj;DP>/\°^ hf^X^ 3 5^3S 

[0 0 3 2] ytMyt?Ty-?2 4(1. a//^hr-fX 
^2 3 fCU— !f— bf— A&Ba»LT»&nSBID3t«k 

4«^RF^T5,, SSKl>6fcry*7'y:/2 4(1, 
[0 0 3 3] 2M0!S2 5(1 £©ff£m^R F * 2 

«fbLT2ttft;«#££j«Ljfc«. c©2is<t«*«fcD 

B^P7^5Mtl>, S6fC2ffift|SIK2 5tt, 31 
OH*? o y ^7 £S*JS(C LT 2 fflfcffiHtSJBJfc^ y 
•5^1<i:fCJ;0, W£e^RF#&H£x-*BD&?f£ 

[0 0 3 4] E FMtfiEH|5Ji82 6(1, Z.<Dtt&r—9& 
D£EFMtgpLTtB7J-r&. E C C IsJSS 2 7 (1, EF 
MfKMIsl&2 6©fcti7J-r— iS'Srx'f yi'-U-^IIb 

noai^x-^^f'finanfcKOffriEWF^jcJ: o 

KOfnES&abTtti*?-*. 

[0 0 3 5] Bf^MSlHl?S 28(1. E C C HISS 2 7 ©ttJ 
*f-^5S(t. f-f v^JMI^&gyp-feylr— (D 
SP) 3 0J:0liiA3n2>*-ffiffiKY 1 fC«t OBf ^-ft; 

[0 0 3 6] f^^^JVTi-a^mm^ (D/A) 2 
9 tt. C©BS-^SaSlHlBS2 8<7)ttJ*x— ^Srx-C v^JU 

— 5V ^-fS^S A^tH^"T-5. 



[0 0 3 7] £©<fc5&3-— "T^^f— 9<rm$L%\zM 
LT. 7-±u>??s(V5>)i>m&'&m (A/D) 3 1(1 
Pl£ * O y V C K Sr»2p (C L TS4«f R F £ 7 T" D ^ 

DRF^MLTHIAtl.. 
[0 0 3 8] T4 3 J9)Vm*WbM'7u-£v-V— 3 0(1. 

^X^2 3©S*B§^B#. 707^X^3 3fc 

JUffiWiyn-try+J-- 3 0(1, ^OffiafUSKfEoT 
*-flWBKYlS£j£U £©*-flHRKYl*BgHt«! 

anigs2 8ct«v h-r^o 

[0 0 3 9] ££-eE©*&a#JStt, fcTyMHOSfcfbfc 
J: »58Hes*ifcJB2 «0*-««K Y 2 Sr&tBT-S&ffi^ 
USt, E©ai2©*Hri«KY2«fcD*Hi!f*KYl« 

[0 0 4 0] d<o*ta^)Bic*^T, i^jim^m 

S^P-feylr— 3 0(1, •5 s >f^;US*ft^-DRF«J: 
0. H*ffi^RF©fi^U^SlfttilLThry h«<0« 
{b*tftttJ-rs. S5.C7n7tf-r^xi'3 3(~J;D{£ 

*&sns«ia*jBK«eoT, tj— #iaiS2 2«$ifiL 

T. n>/-?^ hx-f Xi7 2 3©fifrM©h^y^<fc9 tfy 

[0 0 4 1] ^ffla^llSKfc^T, tV S^JU 

if®I^Dt«^-3 0lt tfy MBO«fl;C«fc0« 

*£»ihj» 9 c tc*t« Lfcaaatj: o ffii-e$ * «fc -5 \z 

[0042] ■r-f ^^^taa^n-feytJ— 3 on, 
^tc^T^a^MBfcfe^T, xf7^SPi*Wf 

>>7 P SP2{C^0. 7D7 tf-x-fX^ 3 3 «t0S!ia¥ 

*w&a:/n-feyu— 3 on, x^y:/sp3c:?£9. c 

Xi7 2 3J:0^-'lff$BKY2?rl{t#L. $^(3^©S0.a 
^liK^rSiaS^-^ffla^lBKJ: Y 2 

-fe-y-tf— 3 0«, SE<X7 L yySP4C43tiT, 
HMIKY 1 ^Bf^MaiHlSS2 81;t7hLfc!i Xx 

[0 0 4 3] C©*Sg©JgffilCi3^Tn. i?i?)Vm 
^a^a-feytr— 3 Ott. D-Kt/ftT'D^AtJ: 
0. :C-TlOil!lIffl5^©7.f77 , SP3SO!7f7 
T'S P 4 ©«aa¥llia$:, n>/^ hr^ Xi7 2 3cfc0t# 

ia«k^K»l6Ufcjl!iaiC«J:0*-««KY 1 *^J*T 

-So 

[0 0 4 4] -fttttT* 4 v'^JKS^Saayp-trylr- 
3 0(1. rL— tf-©»^i:(t«iLTiH #IhI?S2 2(C-> 
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L> £niCj;9*-1f$gKY2£Pf£T&. fBUfcPt©^ 
— ^SE»ig8S9 CKaffcTSfflaCfcO. ^Kd©* 
-if«KY2JA7WH«IL, zniz£t)*—m 
$SKY 1 Sr^J&TS. 

[0 0 4 5] ^ni:±Dc:©3>;^hf^xi'7'H 
t-2 0Tll 3>/N°i7 ^5*^x^2 3t»KJ:0ttJ6 

sns^Dytr— T^;** 3 sojaa^n^Afcfto 

T3>A^ Ft^X^ 2 3 cto B^ns^ 
-5^r*«#©iif^te£*»rrs<fc3K&sn. 7d 7 

1t$SK Y 2 W«K Y 1 ^«ia^ 

[0 0 4 6] Elite. 77^U >£fgglRtf3Wt? 

h^x^7 p n'-\'-2 o©H^^*-r^iCiaT&^o 

=i>/^ hx^X^OS3igffliJ4 OTIt 3>/\'^7 HtV 
X^77 p l/-f-V-2 0T¥f£pflJB-T?&S4:©*fr*«fc-r 
$&BT, =*H#»KY2©E»ffcB, iPfsj^^^'fAa 
— K4:©H«*K:«fct)*— flWRKY l*^tr**»3Wft 
5££n. cntc«i: 0 3 hr-fXi? 2 3 ©{±##?& 

[0047] 3>ei-^4in Tt-^is—pommz 

jrt^'J I C 9 B(CSB®T-5+— MiKY 1 «r£(£T3. 
3>/*£ hT***©»fi«4 O-Ptt, £©*— fi*«K 
Y 1 £*^E U I C 9 BfrSBfitLTTVX^I^ 2 

le-r*. *fc5*-^««ia»9 cw^-^gaM&ase 

[0 0 4 8] fi-X^I«4 2H 3>W h?VX? 
fc^tU I C 9 B^7^U>^8f 1 tr-fe-y hU S 

x^^«-^5rx^7.^^2 (CfB^T-S. §61; 
d©5 s -rX^«il2 ±03 >/t* h-7^X:72 3£f£/& 

[0 0 4 9] S/c3>tf3.— ^4 lte. 3>A-?NtV 
tti^JB. £©H£L;fc*— flHHKY2±B*— flWBKY 

D y tT-^^ xi? 4 4 {CfBfTf £o 
[0 0 5 0] 3>/\°^ h^XS'WgBUBH OTIS, 3 
fcf— gB4 5tc43^T> ;©7D7 tf— t^X?440 
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[0 0 5 1] BUb©«j&K:*iH-C, 3W** hr-fXf 
©§!jfffl!j4 0T« (01) . 3>A"? hf-f X£2 3© 

$gKY ld'MSft. £©=*■— fifSgKY 1 AS/tU I C 
9 B(ClB^$nT-5 i ^X^I«4 2fc#tt&£ft*. Sfc 
3 >A'^7 Hf-f X^7 2 3 KaE»-rs=lf-flMRK Y 2 

-fltaKYiio^js-rs^-^^ift^ffiA*. faf 
urn a 2 tasKs*!*. 

[0 0 5 2] 'ni:Ml/Tr>i'Xi'I*4 2TH £ 

©3>/ii7 hx^x^©^(c7x^u >i/&iti a*a 

(H2) . 3&KV**U>^S«l©*Hllf* 

[0 0 5 3] itlK«fcOT^^«J>^S«lT?f4, r-f 
v^Jk*-— 5V *fi^D l©#7l/-A©^-f A3— K 
tckO^^'J I C 9 B#7£-trx;**i. ^(O^tU I C 
9 Bi:fttt*nfc*HMlKY 1 K«fcD7V5?*;M-— 

?V ^-fB^D i wngmtztiz. s e.tcc:©^ ->*3?ju 

tf— 7**:W»D 1 fc-tf-^-Hx-^SC, SHOfTIE 
ftF-Sf^ttin^tU EFM^3S^nTEFMifS2^f 
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(57)Abstract: 

PROBLEM TO BE SOLVED: To easily control the ciphering key. 
SOLUTION: A ciphering key K1 is generated from a master key K0 using 
a unidirectional function, a next ciphering key K2 is generated from the 
key K1 using the function and similarly n-hierarchial ciphering keys K1 
to Kn are generated. Then, information is ciphered by the key Kn and 
the information is decoded by the ciphering key Kn. If the key Kn is read, 
the information is ciphered by the key Kn-1 and the information is 
decoded by the key Kn-1. Thus, the information, which is ciphered by 
the key Kn, is decoded by the key Kn obtained from the key Kn-1 using 
the function and the user is only required to maintain the latest key Kn- 
1. 
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